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[Company Name] Artificial Intelligence (AI) Use Policy
Revision History
Implemented {Insert Month Year}
Purpose
The purpose of this policy is to outline the acceptable use of Artificial Intelligence (AI), and the evolving integration into information technology resources at [Company Name]. These rules are in place to mitigate risks for [Company Name] and its Employees. For security and network maintenance purposes, authorized individuals within [Company Name] may monitor equipment, systems, and network traffic at any time, per the IT Security Policy, or at the discretion of [Company Name] management.	Comment by Tara Klocke: @Todd Sorg | I want to make some overall formatting adjustments, but I didn't see anything that needed adjusting from a verbiage standpoint. 

@Kyle Etter | Any edits on your end before I adjust the formatting?	Comment by Todd Sorg: do it
Scope
This policy applies to the use of AI within [Company Name], Customer, and third-party Resources, as defined below. 
Roles and Responsibilities
	Roles
	Responsibilities
	Assignment

	Policy Owner
	The policy owner is responsible for maintaining and implementing the policy and its contents.
	

	Auditees 

	Auditees are responsible for knowing the contents of the policy and may be audited on its implementation.
	

	Informed Parties  

	Informed parties are responsible for knowing the contents of the policy.
	All Employees



Definitions
· “Employees” means all employees, consultants, temporary, and other workers at [Company Name] and its subsidiaries.
· “Resources” means all data, systems, networks, devices, applications, and other resources owned, leased, or controlled by an entity. 
· “Customer" means any former, current, or prospective customer of [Company Name].
Revision History 
This policy content will be reviewed annually, at a minimum, and updated as changes are needed. In future Iterations, the AI Use content will be updates and added to the Acceptable Use Policy
	Revision Date
	Revision(s) Summary 
	Revision Owner

	
	
	



Use Requirements
Employees are responsible for exercising good judgment regarding the reasonableness of both personal and business use of [Company Name], Customer, and third-party Resources in accordance with [Company Name]’s policies and procedures. In the absence of specifically applicable policies or procedures, Employees should be guided by [Company Name] policies related to acceptable use. Employees should consult their supervisors in the event of uncertainty regarding the reasonableness of a contemplated action or use. 
General Awareness
The application of AI resources may or may not be thoroughly understood. 
[bookmark: _Int_dSaQiTf9]The term “AI” may encompass several technologies, including natural language processing (NLP), computer vision, agglomerated nesting, large language models (LLMs) and generative AI. Many of these work together. For example, NLP is a built-in precursor for LLMs. Examples of AI tools include: 
· OpenAI’s ChatGPT: OpenAI is majority owned by Microsoft. The tool is text-based with a huge training data set. 
· OpenAI’s Dall-E: This produces images from a text prompt. 
· Google’s  Gemini : This is used for security tasks (e.g., Google Chronicle) and for search. 
· M365 Copilot: This is Microsoft’s productivity-focused tool. 
· GitHub Copilot: This tool is focused on improving developer productivity and is based on work from GitHub, OpenAI and Microsoft. 
· Midjourney: This is an image AI that creates artistic pictures from a text prompt. 
· Hugging Face: This is a forum for trading AI models, weighted training data, algorithms, and code. 
Risks
[bookmark: _Int_JAPzFNGl]AI can be used to ensure created works cover all requirements or to help enhance work, accelerate workflows, inspire ideas, or stimulate innovation. All such usage is encouraged at [Company Name] —as long as proprietary, trade secret and protected information is not fed into the prompts inappropriately. 
To ensure you keep [Company Name] and Customer data safe when using AI tools, pay careful attention to all: 
· Inputs 
· Will intellectual property be injected into an AI prompt, whether intentional or unintentional? 
· Will those crown jewels be added to the training data? 
· Training data 
· What data was used to train the AI tool? 					
· Is there any overt or implicit racist/sexist/classist/socioeconomic bias in the data? 
· Outputs 
· Hallucinations and errors: LLMs can falsify citations, cases, books, articles, interviews, etc. In fact, some AI tools have been found to occasionally fabricate answers, citations, and articles. Users must: 
· [bookmark: _Int_VfDbUCWa]Generative AI output must not be trusted without questions. All output should be verified and validated. 
· A manual Include a thorough manual check of all data as part of the workflow when using ChatGPT to draft articles, policies, blogs, social media posts or other publishable items. 
· Intellectual property: Corporate intellectual property can be extracted from training data. Users must ensure: 
· All output of any generative AI or LLM system is owned by the company. If there is any question as to ownership of the responses, check with your direct supervisor, Director of Security or CISO. 
· If ownership of the generated content cannot be determined with certainty legal cannot ascertain with certainty that [Company Name] owns the content, users must not use the tool. 
· Vendor contracts
· All third-party contracts must include specific language addressing acceptable AI usage, e.g., “Third party will protect [Company Name] data as strongly as [Company Name] protects its data.” 
· The AI-specific language must be tied to a specific AI policy, and third parties must be required to sign off on the new AI policy as an extension of existing contract language. 
Security Risks
 AI is designed to absorb information and input from the world around it and take actions on its own. But it can easily be manipulated, allowing sensitive information to be released or security breaches to be created.
Great care should be taken to ensure controlled information such as Intellectual Property is not utilized. In alignment with the Acceptable Use Policy, AI Inputs or Outputs must not infringe upon the copyrights, trademarks, trade secrets, or other intellectual property rights of any person or entity, including without limitation, reproducing, publishing, or disseminating software, audio recordings, video recordings, photographs, articles, or other works of authorship without the written permission of the copyright holder.
Mistakes 
While AI can produce amazing results, it still makes a lot of simple errors. This can be problematic for companies that rely on AI to help drive important business decisions.
Regarding [Company Name] Customer Data
Employees may not use customer environments, for example or demonstration purposes to any other entity, without express written consent of that customer. 
Violations of Law
Employees shall not violate any applicable law, ordinance, or regulation while utilizing [Company Name] or Customer Resources or while engaging in [Company Name] business activities.
Monitoring
[bookmark: _Int_r4Vb0NpK]Compliance with this policy will be monitored through various methods, including but not limited to, business tool reports, internal and external audits, and feedback reported to the policy owner. This policy will be distributed and acknowledged by Employees on an annual basis. 
Enforcement
Any Employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 
Acknowledgement 
I have read, understand, and agree to abide by the above AI Use Policy.

Name: ________________________
Date: _________________________
