
Check-In & Earn Points!

• Already got the Cvent App? 
Tap CHECK IN and enter the 
session code “ZeroTrust1”

• Prefer a faster option? Just 
scan the QR code to check 
in directly!



Zero Trust Security 
Models for Modern 
Businesses



HI, I’M NATE SCHMITT
• Lead CIT’s Cybersecurity team/vCISO
• Instructor
• 30+ ransomware engagements
• 250+ business email compromises
• Own two classic cars

https://linkedin.com/in/nateschmitt


Zero Trust Security Models for Modern 
Businesses

www.cit-net.com

Takeaways:
1. Defining Zero Trust
2. Practical Frameworks to apply
3. Key Recommendations
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Laying the Foundation
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Security

Functionality Usability



Defining Zero Trust

www.cit-net.com

IS IS NOT

A mentality/framework A single product or technology

Data-focused Perimeter-based security

Proactive One-size-fits-all

Identity-centric Easy to implement

Dynamic A silver bullet to eliminate risk



Zero Trust Tenets

1. All resources must be considered

2. Location should be considered irrelevant 

3. Access is granted on a per-session basis

4. Access is determined by dynamic evaluation

5. Authentication and authorization is evaluated BEFORE 
access is allowed

6. Monitor integrity and security posture of all devices

7. Develop baseline of network to further improvements

www.cit-net.com
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The Climb to Success
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Cybersecurity and Infrastructure Security Agency, 2023)
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(Cybersecurity and Infrastructure Security Agency, 2023)
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(Cybersecurity and Infrastructure Security Agency, 2023)
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Structural Support
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NIST SP 800-207 Deployment Cycle

www.cit-net.com

Assessment

System 
Inventory

User Inventory

Business 
Process 
Review

Risk Assessment 
& Policy 

Development
Deployment Operations

Change/Upgrade/Migration Feedback



CIT’s Practical Implementation 
Plan

www.cit-net.com

Foundation & 
Strategy

Core Security 
Infrastructure

Advanced 
Capabilities

Continuous 
Improvemen

t

1. Define Strategy
2. Inventory Resources
3. Define Scope

4. Enhance Device Security
5. Network Segmentation
6. Implement IAM

7. Implement SIEM
8. Deploy DLP
9. Automate Processes

10. Monitor & Adapt
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What’s Next?



Core Security Recommendations

Phishing Resistant 
MFA

Endpoint Detection & 
Response (EDR)

Application 
Allowlisting

Privileged Access 
Management

Zero Trust Network 
Access (ZTNA)

Network Access 
Control (NAC)

Security Awareness 
Training

BCDR Review

www.cit-net.com



Free Microsoft Resource
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LET’S CONNECT

www.cit-net.com

Nate Schmitt

www.cit-net.com

nate.schmitt@citsolutions.net

651.255.5773

http://www.cit-net.com/
http://www.cit-net.com/
http://www.cit-net.com/
mailto:nate.schmitt@
https://www.linkedin.com/in/nateschmitt/


Resources

www.cit-net.com

CISA Zero Trust Maturity Model: 
https://www.cisa.gov/zero-trust-maturity-model 

NIST SP 800-207 (Zero Trust Architecture): 
https://csrc.nist.gov/pubs/sp/800/207/final 

Microsoft Zero Trust Workshop Plan: 
https://microsoft.github.io/zerotrustassessment/guide 

https://www.cisa.gov/zero-trust-maturity-model
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